Data Protection Policy and Statement

1) Introduction
Globe Fit is required to keep certain information about its staff, service users and other members of the public to enable it to monitor performance and achievements.  It is also necessary to process information so that staff can be recruited and paid, activities organized and legal obligations to funding bodies and government fulfilled.

To comply with the law, information must be collected and used fairly, stored safely and not disclosed to any other person unlawfully.  To do this, Globe Fit must comply with the Data Protection Act 1998.  In summary this states that personal data must be:

· Obtained and processed fairly and lawfully
· Obtained for a specified and lawful purpose and not processed in any manner incompatible with that purpose
· Adequate, relevant and not excessive for that purpose
· Accurate and kept up to date
· Not kept for longer than necessary
· Processed in accordance with the data subject’s rights
· Kept safe from unauthorised access, accidental loss or destruction
· Not be transferred to a country Personal data that does not have reciprocal arrangements to the UK, unless that country has equivalent levels of protection for personal data

All Globe Fit staff who process or use any personal information must ensure that they follow these principles at all times.  In order to ensure that this happens, Globe Fit has adopted this Data Protection Policy.

Any member of staff, who considers that this policy has not been followed in respect of personal data about him/herself, should raise the matter with the Designated Data Controller.  If the matter is not resolved it should be raised as a formal grievance.

2) Notification of Data Held and Processed
All staff, clients and other members of the public have the right to:
· Know what information Globe Fit holds and processes about them
· Know how to request access to it
· Know how to keep it up-to-date
· Know what Globe Fit is doing to comply with its obligations under the Act
 
3) The Data Controller and the Designated Data Controllers
Globe Fit is the Data Controller under the Act, and the organisation is therefore ultimately responsible for implementation.  However, the Designated Data Controller will deal with day to day matters.

4) Information Held
Personal information is defined as any details relating to a living, identifiable individual.  This applies to staff, service users and other members of the public.  Globe Fit must ensure that information relating to these people is treated correctly and with the appropriate degree of confidentiality.

Globe Fit holds personal information in respect of its staff, service users and other members of the public.  This information may include an individual’s name, postal, email and other addresses, telephone and facsimile numbers, subscription details, organisational roles and membership status.

Personal information is kept in order to enable Globe Fit to understand the history and activities of individuals or organisations within the voluntary and community sector and to deliver services to its members and service users effectively.

Some personal information is defined as Sensitive Data and needs to be handled with special care.

5) Processing of Personal Information
All staff who process or use any personal information are responsible for ensuring that:
a) Any personal information which is held is kept securely; and
b) Personal information is not disclosed either orally or in writing or otherwise to any unauthorised third party
Staff and volunteers should note that unauthorised disclosure will usually be a disciplinary matter and may be considered gross misconduct.

Personal information should be:
c) Stored in a secure manner
d) If the information is computerised, should be password protected and only accessed by authorised staff
e) If personal information is collected by telephone, callers should be advised what the information will be used for and what their rights are according to the Act.
f) Personal or confidential information should not be discussed in public areas or within open-plan office areas. 
g) All staff should be aware of the difficulties of ensuring confidentiality in an open plan area and respect the confidential nature of any information inadvertently overhead. 
Any notes taken during or after an interview should be relevant and appropriate.  It is recommended that such notes should be filed in a legible and coherent manner and that information notes are retained for a short period (1 year) in a secure place, before being shredded.

6) Collecting Information
Whenever information is collected about people, they should be informed why the information is collected, who will be able to access it and for what purposes it will be shared.  The individual concerned must agree that he or she understands and gives permission for the declared processing to take place, or it must be necessary for the legitimate business of Globe Fit.

7) Publication and Use of Globe Fit’s Information
Globe Fit aims to make as much information public as is legally possible.  In particular information about Globe Fit’s staff used in the following circumstances:
a) Globe Fit may obtain, hold, process, use and disclose information in connection with the administration, management and business activities of Globe Fit, including making and keeping lists of members and other relevant organisations
b) Names of, and a means of contacting Globe Fit, will be published within publicity leaflets and on the website

8) Sensitive Information
Sensitive information is defined by the Act as that relating to ethnicity, political opinions, religious beliefs, trade union membership, physical or mental health, sex life, criminal proceedings or convictions.  The person about whom this data is being kept must give express consent to the processing of such data, except where the data processing is required by law for employment purposes or to protect the vital interests of the person or a third party.

9) Disposal of Confidential Material
Sensitive material should be shredded.  Particular care should be taken to effectively delete information from computer hard drives if a machine is to be disposed of or passed onto another member of staff.

10) Staff Responsibilities
All staff are responsible for checking that any information they provide to Globe Fit in connection with their employment, is accurate and up-to-date.  Staff have the right to request any personal information that is being kept about them either on computer or in manual filing systems by contacting their line manager.

Staff should be aware of and follow this policy, seeking further guidance where necessary.

11) Duty to Disclose Information
There is a legal duty to disclose certain information, namely information about:

a) Child abuse, which will be disclosed to relevant agencies/police
b) Drug trafficking, money laundering or acts of terrorism or treason, serious assault, murder, which will be disclosed to the police.
12) Retention of Data
Globe Fit will keep some forms of information for longer than others. Information about clients cannot be kept indefinitely, unless there are specific requests to do so.  General information about clients will be kept for a minimum of 3 years after they have used services, unless required to do so by other statutory bodies.

Globe Fit will also need to retain information about staff.  In general, all information will be kept for six years after a member of staff leaves the organisation.  Some information however, will be kept for much longer, for example, if required by funders.  This will include information necessary in respect of pensions, taxation, potential or current disputes or litigation regarding the employment and information required for job references.  

A statement about Data Protection will be displayed on the website. 
 
Data Protection Officer
HANNAH MURPHY
07796936041
hannah@globefit.co.uk
 
 
DATA PROTECTION STATEMENT
Sharing Information with others
· Sometimes we have to confirm or share information with other organisations.  If we need to do this, we will make it clear to you on the forms you complete
· We will draw up an agreement with the organisation that we need to share information when appropriate.  This is to ensure that both parties understand why the information is being passed on and what use can be made of it.  In some cases, a third-party organisation such as a funding body may draw up the agreement.
Information quality
· We will ensure that the information about you is accurate and up-to-date when we collect or use it.  You can help us with this by keeping us informed of any changes to the information we hold about you.
Information security
· We will keep information about you in a secure manner
· We will protect your information against unauthorised change, damage, loss or theft
Keeping information
· We will hold information about you only for as long as the law says.  After this it will be disposed of securely and properly
Openness
· We will tell you on request what kinds of information we hold and what we do with it.
Access and correctness
· Whenever possible, we will let you see the information we hold about you and correct it if it is wrong
In general
· We will comply with the Data Protection Act 1998 and any subsequent legislation on information handling and privacy
· We will do this through the Globe Fit’s Data Protection Policy and we will help you with any questions or problems that you may have
· If we cannot help you, we will give you advice on where you can access the relevant information

Our Commitment
· We will only collect information that is necessary
· We will be fair in the way we collect information about you
· We will tell you who we are and what we intend to do with the information about you
· Where practicable, we will collect information directly from you
· If we collect information about you from someone else, we will make sure you know that we have done this, whenever possible.


Privacy Policy
1) Introduction
We are committed to protecting your personal information and being transparent about what information we hold about you. Using personal information allows us to develop a better understanding of our patrons and in turn to provide you with relevant and timely information about the work that we do. The purpose of this policy is to give you a clear explanation about how we collect and use the information collected from you directly and from third parties. We use your information in accordance with all applicable laws concerning the protection of personal information (which includes, from 25 May 2018, the General Data Protection Regulation (Regulation (EU) 2016/679) and all related data protection legislation having effect in the United Kingdom from time to time) and are responsible as ‘controller’ of that personal information for the purpose of those laws (“Data Protections Laws“).

This policy explains:
· What information we may collect about you;
· How we may use that information:
· In what situations we may disclose your details to third parties;
· Information about how we keep your personal information secure, how we maintain it for and your rights to be able to access it.

If you have any queries about this policy, please contact the Data Protection Officer, Hannah Murphy.
2) Information collection
We collect various types of information and in a number of ways. We collect personal data in relation to our staff, service users and other members of the public to enable it to provide services and activities. Parental consent is sought in relation to any young person participating.

3) Sensitive personal data
The Data Protection Laws recognise that certain categories of personal information are more sensitive such as health information, race, religious beliefs and political opinions. We do not usually collect this type of information about our patrons and other third parties unless there is a clear reason for doing so. For example, we ask for access requirements from audience members so that provision can be made. We also collect health information about our participants in our class, workshops and events so that we have details in case of ill health or emergency whilst participating in activity. 

4) Legal basis
There are three bases under which we may process your data:
a) Contract purposes:
When you make a purchase from us or apply to participate in our events you are entering into a contract with us. In order to perform this contract, we need to process and store your data. For example, we may need to contact you by email or telephone in the case of cancellation, or in the case of problems with your payment. We will also process and store your data if you have entered into a contract with the organisation as a third party.
b) Legitimate organisational interests:
In certain situations, we collect and process your personal data for purposes that are in our legitimate organisational interests. However, we only do this if there is no overriding prejudice to you by using your personal information in this way. We describe below all situations where we may use this basis for processing.
c) With your explicit consent:
For any situations where the two bases above are not appropriate, we will instead ask for your explicit consent before using your personal information in that specific situation.

5) Marketing communications
We aim to communicate with you about the work we do in ways that you find relevant, timely and respectful. To do this we use data that we have stored about you, such as what events you have booked for in the past, as well as any preferences you may have told us about. We use our legitimate organisational interest as the legal basis for communications by email. 

In the case of email, we will give you an opportunity to opt out of receiving them the first time you create your account with us. If you do not opt out, we will provide you with an option to unsubscribe in every email that we subsequently send you, or you can alternatively use the contact details at the end of this policy.

6) Other processing activities
In addition to marketing communications, we also process personal information in the following ways that are within our legitimate organisational interests:
a) To allow us to improve our services;
b) We may analyse data we hold about you to ensure that the content and timing of communications that we send you are as relevant to you as possible. We may analyse data we hold about you in order to identify and prevent fraud;
c) We may take photos and/or film shows and other events which you attend and use these for promotional purposes. We will however seek express consent for any photos/filming from participants.
In all of the above cases we will always keep your rights and interests at the forefront to ensure they are not overridden by your own interests or fundamental rights and freedoms. You have the right to object to any of this processing at any time. If you wish to do this, please use the contact details at the end of this policy. Please bear in mind that if you object this may affect our ability to carry out tasks above that are for your benefit.

7) Third parties
There are certain circumstances under which we may disclose your personal information to third parties. These are as follows:
a) To our own service providers who process data on our behalf and on our instructions. In these cases, we require that these third parties comply strictly with our instructions and with Data Protection Laws, for example around security of personal data.
b) Where we are under a duty to disclose your personal information in order to comply with any regulatory or legal obligation. This includes when there is a safeguarding risk. See Safeguarding Policy for more details.
c) We may share anonymised, pseudonymised and non-personal information with funders.
d) To the best of our knowledge, understanding and belief your personal information will not otherwise be transferred outside of the EEA or to any country not approved by the European Commission.

8) Website links
Our website, may from time to time, contain links to and from partners’, advertisers’, affiliates’ and social network sites. If you follow a link to any of these websites, please note that these sites have their own privacy policies and that we do not accept responsibility or liability for those policies. Please check those privacy policies before you submit any personal data to those websites as they may not be on the same terms as ours.

9) Maintaining your personal information
Participant personal data is generally stored for 3 years. If we have a legitimate organisational interest in holding such data for a longer period of time then we will do so, however no data is kept for any longer than is reasonably necessary and always subject to the principle of data minimisation.

If there are aspects of your record that are inaccurate or that you would like to remove please use the contact details at the end of this policy. Any objections you make to any processing of your data will be stored against your record on our system so that we can comply with your requests.

10) Security of your personal information
We have appropriate security measures in place to prevent personal information from being accidentally lost or used or accessed in an unauthorised way. We limit access to your personal information to those who have a genuine business need to know it. Those processing your personal information will do so only in an authorised manner and are subject to a duty of confidentiality.

We will always store your digital information on secure servers. Unfortunately, however, the transmission of information via the internet is not completely secure. Although we will do our best to protect your information, we cannot guarantee the security of your information transmitted to our website or otherwise to our servers (such as by email). Any such transmission is at your own risk. Once we have received your information, we will use strict procedures and security features to try to prevent unauthorised access.

We also have procedures in place to deal with any suspected data security breach. We will notify you and any applicable regulator of a suspected data security breach where we are legally required to do so.

11) Your rights to your personal information
Under the Data Protection Laws, you have a number of important rights free of charge. In summary, those include rights to:
· Fair processing of information and transparency over how we use your use personal information;
· Access to your personal information and to certain other supplementary information that this Privacy Policy is already designed to address;
· Require us to correct any mistakes in your information which we hold;
· Require the erasure of personal information concerning you in certain situations;
· Receive the personal information concerning you which you have provided to us, in a structured, commonly used and machine-readable format and have the right to transmit those data to a third party in certain situations;
· Object at any time to processing of personal information concerning you for direct marketing;
· Object to decisions being taken by automated means which produce legal effects concerning you or similarly significantly affect you;
· Object in certain other situations to our continued processing of your personal information; and otherwise restrict our processing of your personal information in certain circumstances.
For further information on each of those rights, including the circumstances in which they apply, see the Guidance from the UK Information Commissioner’s Office (ICO) on individuals rights under the General Data Protection Regulation.

If you would like to exercise any of those rights, please:
a) Email Hannah Murphy, our Data Protection Officer
b) Let us have enough information to identify you;
c) Let us have proof of your identity and address (a copy of your driving licence or passport and a recent utility or credit card bill); and
d) Let us know the information to which your request relates. If you would like to unsubscribe from any marketing emails you can also click on the ‘unsubscribe’ button at the bottom of the email.

12) How to complain
We hope that our Data Protection Officer can resolve any query or concern you raise about our use of your information. You may also use our complaints procedure.

The Data Protection Laws also gives you right to lodge a complaint with a supervisory authority, in particular in the European Union (or European Economic Area) state where you work, normally live or where any alleged infringement of data protection laws occurred. The supervisory authority in the UK is the Information Commissioner who may be contacted at https://ico.org.uk/concerns/ or telephone: 0303 123 1113.

Please contact our Data Protection Officer if you have any questions about this Privacy Policy or the information we hold about you. If you wish to contact our Data Protection Officer, please send an email to hannah@globefit.co.uk 

We are committed to reviewing our privacy policy annually.

This policy was adopted on
Date: 02/02/2021 
To be reviewed: 02/02/2022 
Signed: Hannah Murphy 


